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Decision/action requested

Add evaluation for solution #3.3.
2
References

[1]
3GPP TR 33.846 v0.12.0 
3
Rationale

This solution may have some security issue for legitimate UE with valid SUPI.

According to LS S3-212429 from CT6, there is a potential situation mentioned in when a new OTA update of Home Network Public Key for SUCI calculation could not be performed for extended period due to various reasons (example – an USIM was removed from device for months, or device is located in a no coverage area for an extended).Or the Home network decides to introduce a new protection scheme that will eventually replace the existing one. Therefore existing keys are invalidated at network side, and UDM can not decrypt the right SUPI from the received SUCI.
When such a situation occurs, the authentication will be rejected in 5G AKA procedure. However, UE may be considered as a SUPI guessing attack in solution 3.3, and MAC failure occurs due to the fake AUTN and RAND in step 7b. At this point, the network will continue to initiate authentication request, which affects the existing process . Details are as follows.
As described in 24.501 clause 5.4.1.3.7 item c, upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #20 "MAC failure", the network may initiate the identification procedure to obtain the SUCI from the UE. If the mapping of 5G-GUTI to SUPI in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon the UE receives the second AUTHENTICATION REQUEST message, and the MAC value cannot be resolved, the UE shall starting again from the beginning.
4
Detailed proposal

Changes to clause 6.3.3.3.
**** START OF CHANGES ****
6.3.3.3
Evaluation

This solution addresses Key issue #3.2 to mitigate the SUPI guessing attack.
The solution only requires changes on the SEAF. There is no change to any entities if the SUPI is valid. For illegitimate UEs with invalid SUPI, SEAF sends authentication response instead of registration reject. SEAF could mark the UE as illegal and respond to the UE with the appropriate message as described in the solution.

This solution may have some security issue for legitimate UE with valid SUPI. Continued authentication failure process may occur when the Home Network Public Key is invalidated at network side. 
**** END OF CHANGES ****
